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TOM TAT

Trong bbi cadnh d6 thi héa va sv gia tdng nhanh chéng cia phwong tién giao théng, nhiéu
qudc gia d3 trién khai hé théng camera giam sat giao théng tich hop tri tué nhan tao (Al)
nham nang cao hiéu qua quan ly giao th()ng, gidm tai nan va hd tro xr ly vi pham. Céc
hé théng nay co kha nang nhan dién bién sb xe, phat hién vi pham giao théng, phan tich
mat d6 phwong tién va hé tro “phat nguoi’. Tuy nhién, viéc str dung camera Al ciing dat
ra nhiéu van dé vé an toan théng tin va quyén riéng tw ca nhan, do hé théng thu thap va
x@ ly lwong I&n div liéu nhw hinh anh khudn mét, bién sé xe, hanh trinh di chuyén va cac
théng tin nhan dang khac.

Thuc t& cho thdy, nhiéu hé thédng camera giam sat c6 thé ton tai cac 16 hdng bao mat,
chang han nhw truy cap trai phép, ro ri di¥ liéu, khai thac 16 hdng thiét bj loT hoéc tan cong
vao hé théng Al. Ngoai ra, cac thuat toan nhan dién ciing c6 thé méc sai s6t dan dén nhan
dién sai hodc x(r phat nham. Bé&n canh dé, viéc thu thap va lwu tri» div liéu quy mé 1&n ciing
lam gia tdng nguy co’ xam pham quyén riéng tw va lam dung théng tin ca nhan.

Bai bao nay trinh bay tdng quan vé thuc > trang rng dung camera Al trong quan ly an ninh
giao thong phan tich cac 16 héng tiém an gay mat an toan théng tin ca nhan va dé xuét
cac g|a| phap ky thuat, quan ly va phap ly nham nang cao mtrc do bao mat cho hé thong
Cac giai phap bao gébm tdng cwdng bao mat hé théng, ap dung nguyén tac bao vé quyén



riéng tw ngay tir thiét ké, stv dung cac phuong phap an danh dir liéu, kiém soat truy cap
va hoan thién khung phap ly vé bao vé dir liéu ca nhan.

T khéa: Camera Al; giam sat giao thong; an ninh mang; bao vé di liéu ca nhan; thanh
pho théng minh.

ABSTRACT

In the context of urbanization and the rapid increase in traffic, many countries have
deployed Al-integrated traffic surveillance camera systems to improve traffic
management efficiency, reduce accidents and assist in handling violations. These
systems are capable of license plate recognition, detecting traffic violations, analyzing
vehicle density and supporting "on-the-spot" fines. However, the use of Al cameras also
raises concerns about information security and personal privacy, as the systems collect
and process large amounts of data such as facial images, license plates, travel routes,
and other identifying information.

In reality, many surveillance camera systems may have security vulnerabilities, such as
unauthorized access, data leaks, exploitation of 10T device vulnerabilities, or attacks on
Al systems. Furthermore, recognition algorithms can also make mistakes, leading to
misidentification or incorrect penalties. In addition, the large-scale collection and storage
of data increases the risk of privacy violations and misuse of personal information.

This paper presents an overview of the current state of Al camera applications in traffic
security management, analyzes potential vulnerabilities that compromise personal
information security and proposes technical, managerial and legal solutions to enhance
system security. These solutions include strengthening system security, applying privacy
protection principles from the design stage, using data anonymization methods, access
control and improving the legal framework for personal data protection.

Keywords: Al camera; traffic surveillance; cybersecurity; personal data protection; smart city.

1. DAT VAN PE

Hinh 1. Camera Al an ninh giao théng

Su phat trién ctia dé thi hoa va sw gia tdng nhanh choéng clia phwong tién giao théng
da dat ra nhiéu thach thirc cho cdng tac quan Iy giao théng tai cac thanh phé 1&n. Trong
bbi canh d6, nhiéu qubc gia da trién khai cac hé théng camera giam sat giao théng tich
hop tri tué nhan tao (Al) nham nang cao hiéu qua giam sat va quan ly giao théng.



Camera Al c6 kha nang:

- Nhan dién bién sb xe;

- Phat hién vi pham giao théng;

- Phan tich lwu lvgng phuwong tién;
- Phat hién tai nan giao théng.

Nh& cac cong nghé nhw computer vision, machine learning va big data, hé théng
nay co theé xt ly di¥ liéu video theo thoi gian thyc va ho tr co quan chire nang dwa ra
cac quyét dinh nhanh choéng.

Tuy nhién, t)én canh nhirng loi ich, viéc trién khai camera Al ciing d&t ra nhiéu thach
thure lién quan den:

- Bdo mat hé théng;
- Quyén riéng tw ca nhan;
- Nguy co lam dung di liéu.

2. THU'C TRANG CAMERA Al GIAM SAT GIAO THONG
2.1. Kién truc tong thé hé thdng camera Al giam sat giao thong

Hé thong camera Al giao thong thuwong dwoc thiét ké theo kién tric nhiéu 16p,
bao gom:

2.1.1. Lop thu thédp di liéu (Data Acquisition Layer)

Pay la |&p dau tién cha hé théng, chiu trach nhiém thu thap di liéu tir méi trudng
giao théng.

Céc thiét bj gébm:

- Camera giao théng Al;

- Camera nhan dién bién sb (ANPR);
- Radar do toc do;

- Cam bién giao théng.

Dir liéu thu thap:

- Video giao théng;

- Hinh anh phwong tién;

- Bién sb xe;

- Mat 4o lwu lvong.

2.1.2. Lép xtr ly bién - Edge Computing Layer

Tai lop nay, d liéu dugc xi ly ngay tai thiét bi hodc gan thiét bi nham giam tai cho
hé thong trung tam.

Cac chtrc nang:

- Phat hién phwong tién;
- Nhan dién bién s6;

- Nhat hién vi pham;

- Loc di¥ liéu.

Uu diém:



- Giam do tré;

- Gidm bang théng truyén di liéu;

- Tang bao mat dir liéu.

2.1.3. Lop truyén dir liéu (Network Layer)

D@ liéu dwoc truyén vé trung tdm thdng qua cac ha ting mang:
- Mang cap quang;

- Mang 4G/5G;

- Mang loT;

- Mang chuyén dung cla thanh phé.

2.1.4. Lop xtr ly trung tdm (Cloud/Data Center Layer)
Tai day hé thdng thwc hién:

- Phan tich di¥ liéu I&n;

- Lwu trlr di¥ liéu video;

- Chay thuat toan Al;

- Phat hién vi pham giao théng.

Cac cdng nghé st dung:

- Big Data;

- Al Analytics;

- Machine Learning;

- Video Management System (VMS).

2.1.5. Lop teng dung (Application Layer)

L&p nay cung cap cac dich vu cho co’ quan quén ly giao théng.
Céc trng dung gdm:

- Hé théng phat ngudi;

- Giam sat giao théng th&i gian thyc;

- Phan tich un tac;

- Diéu khién dén giao théng théng minh.

2.2. Xu hwéng rng dung camera Al trong giao thong

Trong nhirng nam gén day, sw phat trién cla tri tué nhan tao, thj giac may tinh va

céng nghé loT da thuc day sw ra ddi cia cac hé thbng camera giam sat giao thong thong
minh. Nhirng hé thdng nay khéng chi ghi hinh nhw camera truyén théng ma con cé kha
nang phan tich di liéu video theo thoi gian thwc, tir dé phat hién cac hanh vi vi pham

giao théng hoéc tinh hudng bat thudng.

Camera Al thuwdng dworc tich hop cac céng nghé nhw:

- Nhan dién bién sb xe (Automatic Number Plate Recognition - ANPR);

- Nhan dién khuén mat;

- Phat hién hanh vi vi pham giao théng;
- Phan tich lwu lvgng giao thong;

- Phat hién tai nan hodc sy cb.



Céc hé thdng nay cé thé hoat ddng trong mé hinh trung tdm diéu hanh giao théng
théng minh (ITS - Intelligent Transportation Systems), noi di liéu tr hang tram hoac hang
nghin camera dwoc thu thap va xr ly tap trung.

Theo nhiéu nghién ctru, hé théng giam sat giao thdng str dung Al c6 thé thuwe hién
nhiéu nhiém vu nhan dang nhw phat hién déi twong, nhan dang hanh vi va phan tich sw
kién bat thwdng tir video giam sat nham nang cao an toan coéng cong.

2.3. 'ng dung camera Al trong quan ly giao théng tai Viét Nam

Tai Viét Nam, nhiéu thanh phd I&n da trién khai hé théng camera Al dé& phuc vu
cong tac giam sat giao théng va xt ly vi pham.

Vi dy: Tai TP.HCM, hé théng camera giao théng bao gém:
- Hang tram camera quan sat giao théng;

- Camera giam sat téc do;

- Camera nhan dién bién sb;

- Camera phat hién vi pham tai cac giao 16.

Chi trong khodng mét thang trién khai, hé thdng da phat hién hon 3.000 trwong hop
vi pham giao théng nhw vwot dén dé, di sai lan hoac dirng, do sai quy dinh.

Ngoai ra, tai Ha N6i, hé théng camera Al da ghi nhan hon 6.300 trwong hop vi pham
giao thdng chi sau mét thang van hanh, trong dé pho bién nhat la I0i vt den dd va
khéng ddi mi bao hiém.

Nhirng con sb nay cho thdy camera Al dang déng vai trd quan trong trong viéc:

- Nang cao y thirc chap hanh luat giao thong;

- Hé tro xt ly vi pham tw dong;

- Giam ap lwc cho lwc lwgng canh sat giao thong.

2.4. Loi ich cta hé théng camera Al giao théng

Viéc (rng dung camera Al trong giao thdng mang lai nhiéu lgi ich dang ké:

- Tang hiéu qua giam sat giao théng:

Camera Al c6 thé hoat dong lién tuc 24/7 va giam sat nhiéu khu vue cung luc.

- Hé tror xtr phat tw déng:

Hé théng c6 thé tw dong phat hién vi pham va lwu bang chirng hinh anh.

- Giam tai nan giao théng:

Viéc giam sat chat ché giup nang cao y thirc nguwoi tham gia giao théng.

- Hé tro quén ly d6 thj théng minh:

D liéu giao théng thu thap tw camera Al giup phan tich:

+ Mat dé phwong tién;

+ Thoi gian un tac;

+ T6i wu héa hé théng dén giao thang.

2.5. Nhirng thach thirc trong trién khai

Mac du mang lai nhiéu loi ich, hé théng camera Al ciing dé&t ra nhiéu thach thirc:

- Chi phi dau tw I6n;

- Yéu cau ha tAng mang manh;



- Quan ly di¥ liéu phtrc tap;
- Rui ro vé quyén riéng tuw.
Cac nghién ctru cho thay, viéc st dung hé thong giam sat Al co thé gay ra cam giac

“ludn bi theo dbi”, tir d6 lam gia tang lo ngai vé quyén riéng tw va tw do ca nhan.

3. NH’NG LO HONG TIEM AN TU’ CAMERA Al GIAM SAT GIAO THONG
3.1. RO ri dir liéu ca nhan

Camera Al thu thap nhiéu di¥ liéu nhay cam nhu:

- Hinh anh khuén mat;

- Bién sb xe;

- Vj tri va th&i gian di chuyén;

- Video hanh trinh.

Néu hé thdng bado mat kém, di¥ liéu nay co thé bj ro ri hodc bj truy cap trai phép.

~ Céac hé théng camera két noi Internet co thé bi tin tac xam nhap dé chiém quyén
dieu khién va thu thap di¥ liéu ca nhan cia nguwdi dung.

3.2. TAn cédng mang vao hé théng camera

Camera giam sat thuong duoc két ndi véi mang Internet hodc mang ndi bo.
Nhirng 16 hdng phd bién bao gém:

- Mat khau mac dinh;

- Firmware 16i thovi;

- Giao thirc truyén di¥ liéu khéng ma hoa;

- Céng mang mé.

Khi bi tAn céng, hacker c6 thé:

- Truy cép di liéu video;

- Thay dbi cAu hinh hé théng;

- Str dung camera lam diém tan cdng vao mang noi bo.
3.3. Phan tich di¥ liéu ti lwu lwong mang

Ngay ca khi di¥ liéu camera dwoc ma héa, théng tin riéng tw van co thé bj suy doan
thdng qua phan tich lwu lwgng mang.

M6t nghién ctvu cho thdy, cac nha nghién cu cé thé suy ra hoat déng trong khu
virc giam sat thdng qua kich thwéc goi tin va théi gian truyén div liéu, ngay ca khi dir liéu
video dwoc ma hoa.

Diéu nay cho thay viéc ma hoa di liéu théi [a chwa du dé bao vé hoan toan quyén
riéng tw.

3.4. Sai sot cua thuat toan Al

Céc hé théng Al nhan dién hinh anh c6 thé méc 16i trong nhiéu truéng hop:
- Anh sang yéu;

- Bién sb bj che khuét;

- Géc quay khdng phu hop.



Ngoai ra, cac nghién clru chi ra rang, hé thdng nhan dién khudn mét co thé nhan
dién sai doi twong do di¥ liéu huan luyén khéng day du hoac thién léch.

Sai s6t nay c6 thé dan dén:

- Phat nhdm nguoi;

- Nhan dién sai phuwong tién;

- Anh hwéng dén quyén lgi ca nhan.
3.5. Tan coéng Al (Adversarial Attack)

Mot s6 nghién ctru da chirng minh rang, cac hé thdng nhan dién dwa trén hoc may
c6 the bj danh ltra bang cac mau nhieu dac biét (adversarial patch).

Cac mau nay co thé l1am gidm dang ké kha nang phat hién clia hé théng giam sat
hoac khién hé thong nhan dién sai doi tweng.

Diéu nay dat ra thach thirc I6n dbi véi dd tin cay cla cac hé thdng camera Al.
3.6. Lam dung dir liéu va giam sat qua murc

M6t trong nhirng van dé Ién ctia camera Al la nguy co giam sat qua mic (mass
surveillance).

Mot sO trwong hop trén thé gioi cho thay hé thong nhan dién khuon méat da dwoc
str dung deé theo doi ngwdi dan ma khong c6 sy minh bach hoac giam sat phap ly day
da, lam day I1én nhieu tranh cai vé quyen riéng tw va quyen tw do ca nhan.

4. GIAI PHAP KHAC PHUC

4.1. Tang cworng bao mat hé théng

Céc bién phap ky thuat can ap dung bao gém:
- Ma hoa di lidu truydn tai (TLS/SSL);

- Cap nhat firmware thwd'ng xuyén;

- S&r dung mat khau manh;

- Thiét 1ap twong I0ra mang;

- Phan tach mang camera v&i mang néi bo.
4.2. Ap dung nguyén tac Privacy by Design

~ Privacy by Design la phwong phap tich hop bao vé& quyén riéng tw ngay tir giai doan
thiét ké hé thong.

Céc bién phap bao gém:

- Giam thiéu d liéu thu thap;

- An danh di liéu;

- Lam m& khudn mat khi khéng can thiét;
- Chi lwu di¥ liéu trong thoi gian can thiét.
4.3. Kiém soat truy cap dir liéu

Hé théng can trién khai:

- Xac thyc da yéu t6 (MFA);

- Phan quyén truy cap di liéu;

- Ghi nhat ky truy cap (audit log);



- Giam sat truy cap bat thuong.
4.4. Ap dung céng nghé bao vé dir liéu
Mot sb cong nghé cé thé ap dung:

- Edge computing: X ly div liéu tai thiét bi camera thay vi glvi toan bo di liéu vé
trung tam.

- Differential privacy: Bao vé di¥ liéu ca nhan khi phan tich dir liéu.
- Homomorphic encryption: Xt ly di¥ liéu khi dang ma hoa.

4.5. Kiém thir va danh gia an ninh

Can thuc hién:

- Kiém th&r xam nhap (penetration testing);

- Bbanh gia 16 hdng bao mat;

- Kiém tra hé thdng dinh ky.

4.6. Hoan thién khung phap ly

Ngoai gidi phap k¥ thuat, can xay dwng cac quy dinh phap ly nhw:
- Luat bao vé di¥ liéu ca nhan;

- Quy dinh thoi gian Iwu trlr A liéu;

- Quy trinh x& ly khi xay ra ro ri d liéu;

- Co ché khiéu nai khi xtr phat nham.

5. KET LUAN

Camera Al dang tré thanh mét cong cu quan trong trong quan ly giao théng va xay
duing dé thi théng minh. Nhé& kha nang phan tich div liéu video theo thoi gian Ehl_,I’C, hé
thong nay gilp nang cao hiéu qua giam sat giao théng, phat hién vi pham va ho tro lwc
lwgng chirc nang trong cong tac quan ly trat tw an toan giao thong.

Tuy nhién, viéc trién khai camera Al cling dat ra nhiéu thach thirc lién quan dén an
toan thong tin va quyén riéng tw ca nhan. Cac 16 hong bao mét trong thiet b, hé thong
mang hoac thuat toan Al c6 thé dan dén ro ri div liéu, nhan dién sai hoac bi tan céng
mang. Ngoai ra, viéc thu thap va xt ly di liéu quy mé I&n cling lam gia tang nguy co
giam sat qua muc va lam dung thdong tin ca nhan.

Do do, dé dam bao hé thong camera Al hoat dong hiéu qua va an toan, can két hop
dong thoi nhieu giai phap:

- Tang cwdng bao mat ky thuat;

- Ap dung nguyén tac bao vé quyén riéng tw ngay tir thiét ké;

- Kiém soat chét ché viéc truy cap di liéu;

- Hoan thién khung phap ly vé bao vé di¥ liéu ca nhan.

Viéc can bang gilra an ninh giao théng va bao vé quyén riéng tw la yéu té quan
trong d& dam bao sw chap nhan cla xa héi dbi voi cac hé thdng giam sat théng minh
trong twong lai.
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